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public class ValueObject implements Serializable { 

    private String value; 
    private String sideEffect; 

    private ValueObject() { 
        this("empty"); 
    } 

    public ValueObject(String value) { 
        this.value = value; 
        this.sideEffect = java.time.LocalTime.now().toString(); 
    } 

} 

implements Serializable

    public ValueObject(String value) { 
        this.value = value; 
        this.sideEffect = java.time.LocalTime.now().toString(); 
    }
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public class ValueObject implements Serializable { 

    private String value; 
    private String sideEffect; 

    private ValueObject() { 
        this("empty"); 
    } 

    public ValueObject(String value) { 
        this.value = value; 
        this.sideEffect = java.time.LocalTime.now().toString(); 
    } 

} FileOutputStream fileOut = new FileOutputStream(filename); 
ObjectOutputStream out = new ObjectOutputStream(fileOut); 
out.writeObject(object); 
out.close(); 
fileOut.close(); 

Serialization
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public class ValueObject implements Serializable { 

    private String value; 
    private String sideEffect; 

    private ValueObject() { 
        this("empty"); 
    } 

    public ValueObject(String value) { 
        this.value = value; 
        this.sideEffect = java.time.LocalTime.now().toString(); 
    } 

} FileInputStream fileIn = new FileInputStream(filename); 
ObjectInputStream in = new ObjectInputStream(fileIn); 
ValueObject vo = (ValueObject) in.readObject(); 

Deserialization
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public class Gadget implements Serializable { 

    private Runnable command; 

    public Gadget(Command command) { 
        this.command = command; 
    } 

    private final void readObject(ObjectInputStream in) throws IOException, ClassNotFoundException { 
        in.defaultReadObject(); 
        command.run(); 
    } 
} 

FileInputStream fileIn = new FileInputStream(filename); 
ObjectInputStream in = new ObjectInputStream(fileIn); 
ValueObject vo = (ValueObject) in.readObject(); 
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https://brandur.org/fragments/gadgets-and-chains
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Check the implementation on HashMap!
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https://i.blackhat.com/us-18/Thu-August-9/us-18-Haken-Automated-Discovery-of-Deserialization-Gadget-Chains.pdf
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Log4J 
JNDI & LDAP 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soopublic  class Evil implements  ObjectFactory  {
    @Override
    public Object getObjectInstance (Object obj, Name name, Context nameCtx, 
Hashtable<?, ?> environment) throws Exception {
        String[] cmd = {
            "/bin/sh",
            "-c",
            "open -a Calculator"
        };
        Runtime.getRuntime().exec(cmd);
        return  null;
    }
}
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https://snyk.io/blog/log4j-rce-log4shell-vulnerability-
cve-2021-44228/
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But what about record in JDK 16 17
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public record TwoValue(String a, String b) implements Serializable { 

    public TwoValue(String a, String b) { 
        System.out.println("creating a twovalue via constructor"); 
        this.a = a; 
        this.b = b; 
    } 
} 

        var value =  new TwoValue("One", "Two"); 
        var filename = "twovalue.ser"; 

        //serialize 
        System.out.println("---serialize"); 
        FileOutputStream fileOut = new FileOutputStream(filename); 
        ObjectOutputStream out = new ObjectOutputStream(fileOut); 
        out.writeObject(value); 
        out.close(); 
        fileOut.close(); 

        System.out.println("---deserialize"); 
        FileInputStream fileIn = new FileInputStream(filename); 
        ObjectInputStream in = new ObjectInputStream(fileIn); 
        TwoValue tv = (TwoValue) in.readObject(); 
        System.out.println(tv); 

creating a twovalue via constructor 
---serialize 
---deserialize 
creating a twovalue via constructor 
TwoValue[a=One, b=Two] 

TwoValue tv = (TwoValue) in.readObject();
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What can we do?
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private final void readObject(ObjectInputStream in) throws java.io.IOException { 
    throw new java.io.IOException("Deserialized not allowed"); 
} 
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// apache commons io 

FileInputStream fileIn = new FileInputStream("Gadget.ser"); 
ValidatingObjectInputStream in = new ValidatingObjectInputStream(fileIn); 
in.accept(ValueObject.class); 
var obj = (ValueObject)in.readObject(); 

// JEP 290 (& JEP 415) 
 
FileInputStream fileIn = new FileInputStream(filename); 
ObjectInputStream in = new ObjectInputStream(fileIn); 
ObjectInputFilter filesOnlyFilter = 
ObjectInputFilter.Config.createFilter("nl.brianvermeer.example.serialization.example2.ValueObject;!*"); 
in.setObjectInputFilter(filesOnlyFilter); 
ValueObject vo = (ValueObject) in.readObject(); 
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// JEP 415 

ObjectInputFilter.Config.setSerialFilterFactory((f1, f2) -> ObjectInputFilter.merge(f2,f1)); 
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https://snyk.io/blog/new-java-17-features-for-improved-security-and-serialization/
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JSON deserialization with Jackson
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ObjectMapper om = new ObjectMapper(); 
om.enableDefaultTyping(); 

Animal myPet = om.readValue(Files.readAllBytes(Paths.get("mypet.json")), Animal.class); 
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ObjectMapper om = new ObjectMapper(); 
om.enableDefaultTyping(); 

Person myvalue = om.readValue(Files.readAllBytes(Paths.get(“file.json")), Person.class); 
System.out.println("name:"+myvalue.name+" \n"+"Age:"+myvalue.age); 

public class Person { 

    @JsonTypeInfo(use = Id.CLASS) 
    public Object name; 
    public int age; 
} 

{"age":37, "name": "Brian Vermeer"} 
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ObjectMapper om = new ObjectMapper(); 
om.enableDefaultTyping(); 

Person myvalue = om.readValue(Files.readAllBytes(Paths.get(“file.json")), Person.class); 
System.out.println("name:"+myvalue.name+" \n"+"Age:"+myvalue.age); 

public class Person { 

    @JsonTypeInfo(use = Id.CLASS) 
    public Object name; 
    public int age; 
} 

{"age":37, "name": ["nl.brianvermeer.example.serialization.example4.Gadget", "ls -l"]} 
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do not enable default typing 
and update your libraries
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YAML
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SnakeYaml 1.x
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Note that the SnakeYaml documentation states: 
  

It is not safe to call Yaml.load() with any data 
received from an untrusted source!
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SnakeYaml 2.x
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https://snyk.io/blog/snakeyaml-unsafe-
deserialization-vulnerability/
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XML
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- do not deserialize input from unknown sources

- prevent Java custom serialization

- use filters if you still need to it

- be aware how your JSON / XML / Yaml marshaler works

- check for insecure (default) values

- update insecure libraries  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Develop fast.
Stay secure.


